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1
Decision/action requested

Approve the modification to key issue #7
2
References

3
Rationale

In the scenario where the slice specific authentication run was not possible or aborted due to system load, or OAM reasons,  it is really not justified to deny the services of the slice to the UE. In such scenarios, it should be possible to  the authentication run again. UE and the AMF should be able to perform an authentication run again.
4
Detailed proposal

***********************     Start of Changes      **************************

6.7

Key Issue #7 Cancellation of rejected S-NSSAIs

6.7.1
Key issue detail

When slice specific authentication is run after the primary authentication, among the set of allowed slices/NSSAIs, it is possible that some of the slice authentication may get rejected or  fail due to temperory conditions within the slice such as the AAA load or OAM reasons etc. This key issue will study how to perform the revocation of a rejected or failed S-NSSAI due to temporary reasons.,  Otherwise there will not be a possibility for the UE to use the slice/S-NSSAI in the current session.
There is no policy currently defined in the UE for re-attempt to request a rejected S-NSSAI, allowing the UE to delete Rejected S-NSSAI(s) internally may result in undesirable and non-deterministic behaviour, i.e. the UE can directly renew it’s subscription on application layer with the service provider but the NAS layer removed the rejected S-NSSAI. Since in Rel-15 and Rel-16 the UE can autonomously remove a Rejected S-NSSAI for a whole PLMN or a registration area, there would be no chance to re-register to the S-NSSAI even the UE re-newed the subscription on application layer. 

Another problem is that the context is stored in the AMF, i.e. a rejected S-NSSAI will be directly rejected by the AMF even without perofrming any slice authentication with the AAA.


6.7.2
Security threats
Slice specific authentication is attempted for the allowed NSSAIs. If there is a failure in the authentication for one of the slices, there could be possibilities.

1) Authentication failed in the slice authentication process due to challenge mismatches, subscription not current etc.

2) Slice Authentication server was busy or on overload or was not available because of OAM reasons etc.

The first case is a permanent failure and the second case is temperory. In the temporary failure case, if the UE makes an authentication request again and if the authentication is run again, the UE may get authenticated again and would be authorized for slice services. In this case, it is not justified to permanently block the UE out of slice services.

6.7.3
Potential security requirements

 If the slice specific authentication was rejected or failed due to load or OAM reasons, it should be possible for the UE to re-attempt the slice specific authentication again.
*************************  End of Changes   *****************************

